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Senders can now gain insights into the popularity of their email and the sometimes
astonishing journey their message takes as it is forwarded along...
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Email Eavesdropping™ Alerts for
Wire-Fraud Prevention

If the Frama RMail active threat hunting technology identifies unusual activity patterns,
RMail generates an Email Eavesdropping™ instant alert, and notifies in real-time IT
admins (and optionally senders) with forensic details.

Typical business attack lures start with cybercriminals targeting their victims by eaves-
dropping on email from sender to recipient, to siphon off email, analyse it, copy it with
slight modifications (e.g. payment instructions), and then pivot replies so they route in a
loop back to the cybercriminal.

With Email Eavesdropping™ alerts, every
email sent out of the organisation has
every activity associated with it analysed
forensically, for a period of time.

These alerts include all the email data so
that IT security specialists can validate
and take immediate action, before the
cybercriminal lures users into mis-wiring
money to the criminal’s bank.
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